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The electricity grid is a critical infrastructure whose security is essential for society. The evolution towards smart grids, through the 
introduction of information and communication technologies, brings access to flexibility and provides reliability benefits. However, 
the increasing connectivity and distributed nature of the grid is also making it more vulnerable to attacks. Growing complexity of the 
network and the heterogeneity of the interconnected components make ensuring the security of the smart grid an increasingly 
difficult, yet critical, challenge. It is imperative to understand the security risks involved and implement defence mechanisms not only 
for attack and intrusion detection, but also to mitigate these attacks in the fastest and most efficient manner.  

Privacy is another growing concern for the future of smart grids. The smart aspect of the grid requires near real time monitoring of 
the grid state, including consumer demand and response behaviour, to increase the resilience and reliability of the grid. However, 
with advances in machine learning and data mining technologies, such fine-grained information about user activity can easily 
provide sensitive information about individual consumers, threatening their privacy. Hence, it is essential to develop information 
technologies that can provide the necessary security and reliability to the grid without sacrificing consumer privacy. 

Topics of interest: 

• Security against data injection and falsification attacks
• Intrusion detection in smart grids

• Privacy and security issues in AI applications in smart

grids

• Key management and authorization in energy

management systems

• Privacy in smart meters

• Privacy and security issues in smart grid interoperability

• Game theoretic study of smart grid security and privacy

problems

• Information theoretic models of privacy and security in

smart grids

• Data analytics-based approaches for privacy and security
assessment and mitigation

• Secure integration of Internet-of-things solutions to smart

grids

• Data analysis, simulation and assessment studies from

testbeds and real-time implementations

• Cyber-physical security of energy storage and

management systems

• Secure and private demand-response management

• Wide area monitoring and control for attack detection,

prevention, mitigation

• Cyber-physical testbed development for risk analysis

• Cyber-physical security of distributed energy resources

(DER) systems

• Cyber-physical security of micro-grids and DC grids
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