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– Machine learning based modeling for CPICSs under attacks, 

– Machine learning based intrusion detections for CPICSs, 

– Machine learning based vulnerability analysis for CPICSs, 

– Machine learning based dynamic security assessment for 

CPICSs, 

– Machine learning based state estimation of CPICSs under 

attacks, 

– Machine learning based consensus of CPICSs under attacks, 

– Machine Learning for moving target defense of CPICSs 

– Machine Learning based resilient control for CPICSs. 

– Game theories for optimal security decision making, 

– Data security, privacy and transparency, 

– Multi-agent reinforcement learning of CPICSs under cyber-

attacks, 

– Deep learning and hierarchical models in CPICS, 

– Vulnerabilities of machine learning models 
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Information and communication technologies (ICT) have been increasingly utilised to support the exchange of measurements and 
control signals in industrial control systems, making these systems as important applications of cyber-physical industrial control 
systems (CPICSs), such as electrical power systems and intelligent transportation systems. While the communication infrastructure 
significantly facilitates the transmission of the vast amount of data over wide geographical areas, it makes CPICSs vulnerable to 
cyber-attacks. Protecting CPICSs of critical infrastructures from cyber-attacks is crucial and challenging. While existing cyber-
system-based security tools, such as firewalls, whitelisting and network segmentation can reduce risk of being attacked by 
hackers, they are not sufficient to secure critical industrial control systems as highly skilled adversaries have been found being able 
to bypass host-based or network-based security measures. In order to secure CPICSs, a variety of open challenges need to be 
tackled, including cyber-physical system modeling approaches, advanced intrusion detection systems, and resilient estimation and 
control methods, to name a few. Machine learning (ML) and its emerging algorithms offer the potential of dealing with large-scale 
data analysis, data processing and decision-making in the security of CPICSs. 
 
This Special Issue intends to seek state-of-art machine learning based solutions for the open challenges in securing CPICSs of 
critical infrastructures. Topics of interest include, but are not limited to: 
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From January 2021, The IET will begin an Open Access publishing partnership with Wiley. As a result, all 

submissions that are accepted for this Special Issue will be published under the Gold Open Access Model 

and subject to the Article Processing Charge (APC) of $2,200. For further information on APCs, and 

support for APCs including Wiley’s institutional agreements and Research4Life initiative which offers 

waivers and automatic discounts for certain countries, please see our FAQs. To submit your paper and for 

more information about the journal please visit our website and read our Author Guide. 
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