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Topics of interest include, but are not limited to: 

– Novel attack mechanisms
– Novel physical attacks on biometric systems

(e.g.,mask attacks).
– Approaches on evaluating the human perception in

detecting such attacks
– Algorithmic advancements in detecting attacks
– Detection and mitigation of adversarial attacks
– Novel attack mechanisms
– Novel Presentation Attacks
– Novel Sensor-based Solutions
– Datasets and Evaluations 

– Presentation Attack Detection (e.g., Face, Fingerprint

and Iris )

– Deepfake attacks on biometrics and detection

methods.

– Digital Manipulation

– Generalizability of Presentation Attack Detection

– Explainable AI in Presentation Attack

– Multi-modal Presentation Attack Detection

– Social and Ethical Implications

– Image Forensics

– Forgery Detection

IET Biometrics 

Biometric recognition systems are vulnerable to different types of presentation attacks (PAs), where an adversary 
presents a fabricated artifact or altered trait to biometric sensors. The intent is often to obfuscate one’s own identity, 
create a synthetic identity, or to spoof another person’s identity. Typically observed attacks include, but are not limited 
to printed attack, replay attack, makeup attack and 3D mask attack. In order to detect or deflect presentation attacks 
on biometric systems, numerous Presentation Attack Detection (PAD, aka, anti-spoofing schemes) have been 
developed in the literature, including sensor-based (e.g., RGB, Depth and IR) and image-based solutions. 

With the advent of techniques such as convolutional neural networks (CNNs) and generative adversarial networks 
(GANs), more sophisticated presentation attacks such as Deepfakes have emerged. Hence, it is imperative to 
develop effective countermeasures to address these challenges as well. The field of biometric security has attracted 
great attention in recent years and has heavily investigated in several projects including Tabula Rasa (EU project), 
ODIN (IARPA project) and DARPA MediFor SAVI underlining the need to solutions to defend against these attack 
vectors. 

This special issue in IET Biometrics is being organized to reflect on these specific issues, the impact and 
countermeasures for biometric systems. We invite original research articles, extensive surveys, and case studies in 
the aforementioned domain of research. The SI will also host extended versions of strong articles shortlisted from 
accepted WACV 2020 DeepPAB workshop papers matching the theme of the special issue. 

Call for Papers 

Special Issue: WACV 2020 - Presentation Attacks on Biometric Systems 

Submission Window Open Now 

Submission Deadline: 30th October 2020 | Publication Date: April 2021 

To submit your paper and for more information about the journal please visit:

www.ietdl.org/IET-BMT
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